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Hype Cycle for Application Security, 2023

DevSecOps: W F

Application Security
Posture M[anagemenl
Bill of M\ ~ 1’\ Supply Chain Security
Chaos Engineering, ) Security Service Edge
Kubernetes Security
Penetration Testing as a Service Cloud-Native Application
Protection Platforms
w
4
o () API Security Testing Software
— Composition
= Analysis
<< ) 4 DevSecOps
B SaaS Security Posture Management Web App Client-Side Protection - —_—
w [_ Full Life Cycle
o APIManagement
m (O Serverless Function Security
) API Threat Protection
Code Security Assistants () Application Monitoring Mobile Application
and Protection N
Security Testing
Crypto-Agility Threat Modeling J Service Mesh
Automation \_Secure Coding Training
Bot Management
- Generative Application Shielding
Policyas Cﬁ, ' Cybersecurity Al Cloud WAAP
of July 202
Innovation Peak of Inflated Trough of Slope of Plateau of
Trigger Expectations Disillusionment Enlightenment Productivity
TIME
Plateau will be reached: O <2yrs. ) 2-5yrs. @ 5-10yrs. A >10yrs.  ® Obsolete before plateau

Gartner
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deployment.yml

apiVersion: apps/vil
kind: Deployment
metadata:
name: coscon-deployment
labels:
app: curl
spec:
replicas: 3
selector:
matchLabels:
app: curl
template:
metadata:
labels:
app: curl
spec:
containers:
=.namo.: _curl
image: dllhb/devsecops-curl:
ports:
- containerPort: 80
env:
- name: USERNAME
value: "xiaomage"
- name: PASSWORD

vaule: "HelloCosConp2023"
snappify.com
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Single source truth of source code
Secret Detection SCA XAST

Fuzzing testing Pen testing  License compliance
Dockerfile best practice
Image scanning Image signature
RBAC Network Policy ' '
FiE: | Resource limit etcd enforce
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docker image

— wdocker 000  osign

sigstore :::: $ cosign verify --key cosign.pub dllhb/go-demo:v1.0.0 | jq .

Cosi n Verification for index.docker.io/dllhb/go-demo:v1.0.0 --
E; The following checks were performed on each of these signatures:
- The cosign claims were validated

- The signatures were verified against the specified public key
m - Any certificates were verified against the Fulcio roots.

/ cosign.key m [ :
image registry "critical”: {

"identity": {
"docker-reference": "index.docker.io/dl1lhb/go-demo"
}I
"image": {
"docker-manifest-digest": "sha256:888988496480bb0be8984b43a84970589e41110a2d254401145031fd396dd2db"
}l
"type": "cosign container image signature"
}l
"optional": null
}
]

cosign.pub

\ 4

A

snappify.com

00 cosign

$ cosign sign --key cosign.key dllhb/go-demo:v1.0.0
Enter password for private key: 000

Pushing signature to: index.docker.io/dllhb/go-demo
shappify.com

cosign

$ cosign verify --key cosign.pub dllhb/go-demo:v1.0.0 | jq
Error: no matching signatures:

main.go:46: error during command execution: no matching signatures:
2023 F/)\EFEFFEFS snappify.com
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syft-sbom

syft packages dllhb/curl-devsecops:
New version of syft is available:

v Parsed image
v Cataloged packages

NAME
alpine-baselayout
alpine-keys
apk-tools
brotli-1libs
busybox
ca-certificates
ca-certificates-bundle
curl

Libc-utils

1 'ihrrypfn‘l 1
libcurl

libretls
libssl1.1

musl

musl-utils
nghttp2-1libs
scanelf
ssl_client

z1lib

[19 packages]

VERSION
-rl6
2.4-1r0
-r0
-r5
-r8
20230506-r0
20220614-1r0
-r0
-r3
-1?
-r0
-r3
-r2
-r4
-rh
-r0
-r0
-r8
-r3

shappify.com

TYPE
apk
apk
apk
apk
apk
apk
apk
apk
apk
ank
apk
apk
apk
apk
apk
apk
apk
apk
apk
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@ ( test.js

const express = require('express');
const app = express();
const port = 3000;

/] A&Z2: HIZAMA eval & json, FX2RE, MAFSABRAKEE
const sUserInput = getURLParam("json_val");
const jsonstr1 = "{"name":"a", "company'
const jsonl = eval( (${jsonstri1})’);

, "value":"${sUserInput}"}";

// Static Files

app.use(express.static('public'));

app.use('/css', express.static(__dirname + 'public/css'));
app.use('/js', express.static(__dirname + 'public/js'));
app.use('/img', express.static(__dirname + 'public/img'));

// Listen on port 3000
app.listen(port, () => console.info("

tening on port ${port}’));

const email_validator = require('./email_validator.js');
email_validator('workshop@jihulab.com')
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Search CVE List Downloads Data Feeds Update a CVE Record Request CVE IDs

TOTAL CVE Records: 200731
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NOTICE: Transition to the all-new CVE website at WWW.CVE.ORG and CVE Record Format JSON are underway.

NOTICE: Changes are coming to CVE List Content Downloads in 2023.

NVD

Go to for:
CVSS Scores
nfo

Printer-Friendly View

Learn more at National Vulnerability Database (NVD
« CVSS Severity Rating « Fix Information  Vulnerable Software Versions » SCAP Mappings * CPE Information

CVE-2021-44832

when an attacker has control of the target LDAP server. This issue is fixed by limiting JNDI data source names to the java protocol in Log4j2 versions 2.17.1, 2.12.4, and 2.3.2.

Apache Log4j2 versions 2.0-beta7 through 2.17.0 (excluding security fix releases 2.3.2 and 2.12.4) are vulnerable to a remote code execution (RCE) attack when a configuration uses a JDBC Appender with a JNDI LDAP data source URI

Note: References are provided for the convenience of the reader to help distinguish between vulnerabilities. The list is not intended to be complete.

« CISCO0:20211210 Vulnerabilities in Apache Log4j Library Affecting Cisco Products: December 2021

* URL:https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-apache-log4j-qRuKNEbd

+ CONFIRM:https://cert-portal.siemens.com/productcert/pdf/ssa-784507.pdf

« URL:https://cert-portal.siemens.com/productcert/pdf/ssa-784507.pdf

CONFIRM:https://security.netapp.com/advisory/ntap-20220104-0001/

URL:https://security.netapp.com/advisory/ntap-20220104-0001/

FEDORA:FEDORA-2021-1bd9151bab
URL:https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/T57MPIJUW3MA6QGWZRTMCHHMMPQNVKGFC/
FEDORA:FEDORA-2021-c6f471ce0f

« URL:https://lists.fedoraproject.org/archives/list/package-announce®@lists.fedoraproject.org/message/EVV25FXL4FUSX6X5BSLZRLQZT6F65MRA/
« MISC:https://issues.apache.org/jira/browse/L0G412-3293

« URL:https://issues.apache.org/jira/browse/LOG412-3293

tps://www.oracle.com/security-alerts/cpuaj

. . ttps://www.oracle.com/security-alerts/cpuapr2022.html
E EI:' ;:F ;Iﬁ\_ﬁ}z . ¥ oracle.com/security-alerts/
. ttps://www.oracle.com/security-alerts/cpujan2022.html

tps://www.oracle.com/security-alerts/cpujul2022.html
 URL:https://www.oracle.com/security-alerts/cpujul2022.html
* MLIST:[debian-Its-announce] 20211229 [SECURITY] [DLA 2870-1] apache-log4j2 security update
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O test.js

const express = require('express');
const app = express();
const port = 3000;

[/l ARL: HiZARA eval B json, FRERE, MAFSABAMEE
const sUserInput = getURLParam("json_val");

const jsonstr1l = “{"name":"a", "company":"b", "value":"${sUserInput}"} ;
const jsonl = eval( (${jsonstri})’);

// Static Files

app.use(express.static('public'));

app.use('/css', express.static(__dirname + 'public/css'));
app.use('/js', express.static(__dirname + 'public/js'));
app.use('/img', express.static(__dirname + 'public/img'));

// Listen on port 3000
app.listen(port, () => console.info( Listening on port ${port}’));

const email_validator = require('./email_validator.js');
email_validator('workshop@jihulab.com')

2023 F/\EHEFFEFES

FHilR:

please find the vulnerability in below code

const express = require('express');
const app = express();
const port =3000;

N ARE: HIZEH eval f847 json, BRERE, MARSSABIESE
const sUserlnput = getURLParam("json_val");

const jsonstrl = “{"name":"a","company":"b","value":"${sUserlnput}"} *;
const json1 = eval(" (${jsonstr1})");

// Static Files

app.use(express.static('public);

app.use('/css', express.static(__dirname + 'public/css"));
app.use('/js', express.static(__dirname + 'public/js");
app.use('/img', express.static(__dirname + 'public/img");

// Listen on port 3000
app.listen(port, () => console.info( " Listening on port ${port} ));

const email_validator = require('./email_validator.js";
email_validator(‘workshop@jihulab.com’)

AERRORBP, BHNAIUNERATIRGE:

1. eval REUARA: REBHERevalREMEITISONERF S, IMEERAREN., ENER
eval R ERF] AHATER A JavaScriptftis, REE A AFIAXTRECEANTEZRE, MimE
BRERE.

2. RIFBNHTIIE: KIZHMsUserinputZZE MgetURLParam R EFIREY, {ERFHANE
HTECINBARIESTR, XrESTENBIEHAR T (XSS) Fia,

3. KIEAHTTPS: KBHPREAHTTPSIMGHTERS, XS SHRBUBEERIEPES
TEN, ERRENK,



O test.js

Improper Neutralization of Directives in Dynamically Evaluated Code ('Eval Injection’) X
1 const express = require('express'); RE:  Detoctad
2 const app = express();
3 const port = 36000; i%B8: Detected eval(variable), which could allow a malicious actor to run arbitrary code.
A
5// ARE: HEAR eval M json, BRERE, MAFRSABEESEE mA: |dem°’5h°""/deV’5‘30’095"“3"59°°DS
6 const sUserInput = getURLParam("json_val"); S appjs:8
7 const jsonstr1 = “{"name":"a", "company":"b", "value":"${sUserInput}"} ; ' o
8 const jsonl = eval( * (S{jsonst ri }) : ) g #RiH: eslint.detect-eval-with-expression, CWE-95, A1- Injection, ESLint rule ID security/detect-eval-with-expression
Q
) FELR: v &
10 // Static Files
11 app.use(express.static('public')); TIH: SAST
12 app.use('/css', express.static(__dirname + 'public/css'));
T : S
13 app.use('/js', express.static(__dirname + 'public/js')); RATRIRGAE: Semgrep
14 app.use('/img', express.static(__dirname + 'public/img'));
15 B RERE O | i
s
17 // Listen on port 3000
18 app.listen(port, () => console.info( Listening on port ${port}’));
19
20 const email_validator = require('./email_validator.js'); @ k& #1127050 Bl fERIRAE 30efb250 F sast-demo FIR @ & v
21 email_validator('workshop@jihulab.com')
22
8v T|E 2 1 KH Security Approve Bt A
A ot Eifit B&EA
® .gitlab-ci.yml v FERARENERE ® -
Security Approve 0/2
¢ePo
include: ¢ & =23m
- template: Security/SAST.gitlab-ci.yml ; \
O R&FHENENMEENRE oNV=E, oMER MR Hit1HR ® =ERE A
stages: O SASTHRMUZNMEEMRRE oMmE, o1Ef MR HtA
- test B Wi
Snappify_com ¥ A improper Neutralization of Directives in Dynamically Evaluated Code ('Eval Injection')




TER S EAEERA:

D Copy code

(jsonstrl);

(param) {

(window.location.search);
(param);

(/<[*>1*>/g,

= urlParams.
value ? value.

/ Static Files

(express.static( ));

( , express.static(__dirname +
se( , express.static(__dirname +

( , express.static(__dirname +

(options, app). (port, () => console. (“Listening

);

Update 2 files

§0 FisR  JingHe Ma 5K J§ sast-demo [ §HEF main 45 4hH]

118 E1

#WE o R 2 k& 2 TE 2

* /.gitlab-ci.yml
* /app.js
0 0 ®

(¥) ke #1127053 BB {ERIRR 3959c13F F sast-deno 19540

8v EE 2 KA Security Approve fIitt i,

A (3 Eifit EREA

v FERESHHNAEF @ Ak

Security Approve 0/2

¢ePo

() HRM

O 21 FENFFRE.

© SAST KEWFFRE. @

© SHETM: PAREHBLBHRME,

BHIFE
o 2R MITEHRR BHRIAMNE main,

o RO IGHMER,
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