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BuildSource code Test
(Security) Deploy Operation
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RBAC Network Policy

Resource limit etcd enforce

Dockerfile best practice

Image scanning

Secret Detection SCA XAST

License complianceFuzzing testing Pen testing

Image signature

Code ReviewSingle source truth of source code

Audit

Audit

Audit
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安全持续左移，早发现，早修复

从静态到动态，从简单到复杂

持续投入应对动态变化的安全

Single source truth
of source code

Code Review

Secret Detection

Audit

Image scanningSAST

Training

Image signature

DAST

Pen Testing

Fuzz Testing

SCA/SBOM

IAST
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识别

追踪

修复

复盘

引入
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curl vulnerability

CVE-2023-38545 CVE-2023-38546

CLI & libcurl
（7.69.0 to 8.3.0）

libcurl
（7.9.1 to 8.3.0）
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https://levelup.gitconnected.com/complete-chatgpt-guide-for-devsecops-top-20-most-essential-prompts-ef21e0aa4830

Code Review

Thread Model

Application 
security testing

Security 
Training

Tools 
Suggestion

Vulnerability
Identify
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欢迎扫码打卡
积分可兑换对应礼品哟！


